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Research on Microkernel Operating System Program Verification Based on Coq
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Abstract: The credibility verification for airborne embedded software is a software quality problem which is drawing more and more at-
tention. Program verification based on theorem proving is a reliable and rigorous method. Combined with the analysis of microkernel operat-
ing system, the paper takes Hoare logic as rationale to carry out the study of verification for airborne embedded software core code to verify
programs. Based on Hoare logic we give the formal description of some inference rules in Coq. then give a case study to the verification of re-

al-world systems code derived from airborne operating system. The result shows that theorem proving approach can complete program verifi-

cation and provide high degree of assurance of airborne embedded software.
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1.1 Coq RZEAM
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BRMEFRERENEWSE. IEALBS, 5 AKES
HE BARE, RO SR E — L0 AR L A0 R AT IR &
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BIY. hEMAXES EARBRREEXUNETE. X
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2.1 EREBMEFRSE

EREEVRIEMNAMBERIEZERSE, ATHES
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ZAHE-MERAXHAEES, d—1TWEXFN—-NRE
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MEREEXBRFRETRIES, BFEEFIERRN Hoare
ERA(PISIQLHEP PREBAF.SERBFR.QERFES
#APIS{Q) RRMBRPERGTEBESZHNE . BALAQERF
SHFTZRRIE. fli: { X <—4}Y = X+ 1{Y < 1},
TRAUEFRHER X <-4 XFHERAGTEFEY = X+1, 182
FoLgib FELIH Y MEBREY < L.BFRERERMN
THENBPSHEET <QR>HEXR,SHMF<QR>E
E#E.
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FEREH, MEAIER. BREANSHEAHMAEIAN.
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skip: { P} skip{ P} 1

assign:{P[x > al}x: = a{P} 2)
{P}5,{Q},{Q}S:{R)}

sequence: (P15,:5, (R} 3

£ {6 A PIS{Q),{—b A P}S,{Q}
© {P}il(&) then(S))else(S;){Q}

{6 A P}S{P}
{P}while(b)do(S){—6 A P}

'P—V P1 ,{P]}S{Ql}vQ—’Ql
) {P}S{Q}

AKX () BREEFEANEM, B PERTEERNZMH
H, BAERTEENZREKRNE, SEARHTARE
P g,

Ak (2) BRRBEAE, Pxl>a] RRIEPHPHAM x
HHBa BRMEER. RESCEERNENTREEN 2=
FPRE, MERHBEENZMW Pz WE, Hb xR
AHETT.

AX (3 BESMAM, XA (P}S:S (R BWBIEE
{P}S,{Q} 1 {Q)S;{R} MR NATIE &

AR @) BA4ZHEN, #RWEMT S, BAHITH P
o R, MBS, , WAKITRI P IHE, b HE.

AR 6) BEHFBEN, R PHb6 REMIIT S, SHITRE
J&, bR P AR, PREFRPLIGEENENERARER,

AKX (6) BEFSHEN, B—FFHRERERNEN, R
R—A Hoare Z;uANE, HFALEHMBELRGMBRE S B LR
BHAE.

LARFEZERRIE-TEFNEREN, BFORHEESA
FRFIA K Hoare BB = THMER (P} S (Q) &H, H§f
B4 QWER, TRMNBFUSRIELBRERSATRE
EHBFMTFRRERLGERY. B— 1T BRFNERERS
LHENAERGMEERMHXYN. HTREIEFRIESRP
HE—FPHEFHBFEHPHOABENEERNY, FHUBFIE
BENRIEIBRERER-TABFEEHAAEHITH
Wi,
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EHEFHAZRERE vcos- TFT 4/ — LT
BA BREWRRENFALEBREZERBEREAETHN. RiAR
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while:
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BB, WEXR p. ¢ WRSHEHE—W, i (=0, 1,
2) FRFEEHRE, i=0RAKEZH, =1 REWHEHH
BAGH, (=2 RrFEHEEEBSMH. A lock TRt Bt
PR S BB lock=false BRI B BH 5 HWHEHE,
lock=true R/RHBERX AR, H#EABEWE2 (2 FF
Ao LA Hoare ZHILARFHIB WA 2 (b) Fim, H¥,
RBAURE RN {rue} RPAZABLRTULEH A
M. BHEARBFRAERS, #8 BHIBEXUHAR A,
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while(true)
{lock=1{alse;
atomic
{if(p==0)
{ p=1
q=1;
lock=true;
}//end if
}//end atomic
if(lock)
{ / * using resource to do something * /
atomic
{ p=0;
q=0;
}//end atomic
/ % do something else % /
}//end if
}//end while

{lock=true A p=q=1V\ lock= false A p=q=0}//if rule
}//end atomic

{lock=true A p=q=1V lock= false A p=q=0}//slap rule
if(lock)

{

{lock=true A p=1}//cons rule(strong pre-condition)

/ % use resource to do something * /

{lock=true N p=q=1}//skip rule

atomic :

{

{lock=true N\ p=q=1}//skip rule

p=0

{lock=true A p=0ANgq=1}//assign rule

q=0

{lock=true A p=q=0}//assign rule

}//end atomic

{lock=true A p=q=0}//skip rule

/ * to do something else * /

}//end if

{lock=true A p=q=0V lock= false A p=q=0}//1f rule
}//end while

2(b) BJBREBHEEABRE

2.4 BEMUE Coq PFHERELHRIE

HHEANHRTZEERAGNEMN, EEXEREHIE
BT B Coq FHITRFIEN, HAEA CoqPELHEEAN,
RERIERENEREERBRELES, Hoare EH=THE
Coq g1 correct sPQXRER, E3HAHT 2.2 WHHEH
MM £ Coq PHIERLRS.

H2 () RHBA

{true}

while (true)

{

{true}

lock=1{alse

{lock= false}//assign rule

atomic

{

{lock= false N p=q}//skip rule
if(p=0)

{

{lock= false A p=q=0}//if rule
p=1

{lock= false A p=1Aq=0}//assign rule
q=1

{Y0lock= false A p=q=1//assign rule
lock=true

}//end if

(1) forall (P ; Eprop), correct skip P P

(2)forall ve (P Q : Eprop), (forall E, PE —> Q (upd E v
(eval E €))) —>> correct (assign ve) PQ

(3)forall s1 s2 P P Q, correct s1 PP —>> correct s2 P Q —>
correct (seq sl s2) P Q

($)forallesI, correct s (funE=>TE A evalEe <> 0) 1 —
> correct (whilees) ] (funE =>TE A eval Ee = 0)

(5)forall e sl s2 P Q, correct s1 (fun E =>> PE A eval Ee <
>0)Q —> correct sZ (funE=>PE A evalEe=0) Q —>
correct (bresl s2) P Q

(6)forall s (PP QQ : Eprop), (forallE, PE —> P E) —>
(forall E, QE —> QE) —> correct s P Q —>> correct s P Q.

3 HAHANE Coq PHFER

EFL LS, 323 A ML EARNE
KA FAIMME 4 iR, #5 5 Hoare :F 8 H R 4 B M WY
IR Coq EHGHIEBEH S X E 4 5 E B Theorem resource _
ok FATIERA . #4nFI M apply okBr MR R AR SHERM
AFBtr, MBS Fx. MAREMNA unfold resource _ pre
ERBBEENE— T TEHREF, WBFNENFEREESE
SEMERSBIMY, RS A unfold resource _ post, simpl
FRMIE T HHEATIER, BEEEIBRKIEHES-F4E
BHFEH. YHAEEHRSEIENAN, EH Theorem re-
source _ ok iFFi ). ZiEALBREETEHILANER
RIEFESSIAMTEEFRIZRE, eBEFRIESES —
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Definition resource_pre(x y z: Var) : Eprop; =
fun E=>E x=0AE y=0AE z=0,
Definition resource_post(x y z: Var) : Eprop; =
fun E =>E x=1AE y=1AE z=1

‘Ex=0AEy=0AE z=0.
Definition resource_prog(x y z: Var) ; =
br( C(equal_0 y))
(x <-(CD;;y <A(CDj;3z2<~(C 1)
nil,
Theorem resource_ok:
correct (resource_prog VX VY VZ)
(resource_pre VX VY VZ)
(resource_post VX VY VZ)

Proof.

B4 BFERMLRR

2 subgoals
1/2)

correct (VX<<—C 1;;VY<—C1;;VZ<—C1)
fue E:Env=>resource_pre VX VY VZE A
eval E (C(equal_0 VY))<<>0)
(resource_post VX VY VZ)

@/

correct nil
(fun E:Env==>resource_pre VX VY VZE A
(eval E (C (equal _0 VY))=0
(resource_post VX VY VZ)

Bs FTHHEREHA

3 EREEEXHRIETR

MER EXRiE, BETEERENERATERERBRAY,
RIE&MBFNERE, B2, 2EERHFAGRBHK
¥, KUHHBEFPHERAER, SIBEREGREESD
FHENEBIENAR. MABIKAREREE, X8 HIE
PR REABUKEASIUBEAR, FREHAFP KK SE
HAF I EHIEARTPHASNCTRAMRR EHIEREN
AL EIE B R E— R EE KW RIRE.

ERZHEANER ENIEAGSRETEFHERNEG

(k#1938 7))

[4] Takahisa Kobayashi, Donald L. Simon. Application of a Bank of
Kalman Filters for Aircraft Engine Fault Diagnostics [R]. NASA/
TM - 2003 - 212526.

[5] Xue W, Guo Y Q, Zhang X D. Application of a bank of Kalman
filters and a robust Kalman filter for aircraft engine sensor/actuator
fault diagnosis [J]. International Journal of Innovative Computing,
Information and Control, 2008, 4 (12): 353 -361.

(6] Bk 16, SMBE, B X ETHLREMTERSHELHRS

Wk, RATMURESHY RE, ShEdsnE—L&Hy

MBI HRR, BRELCEHEXRERNBHBIF. b rofR
HBEBFHRIET, WA T C/MEF PointerC, HEAZS
W ERBEFBITRAHBEL NULL B4 8 E BT HH X
RIS B R BRIE, RIEXFWARIEEN free KHIA
RAMZESH, FRENFHZES. Nk, EH PointerC iF
FRIT—FEHEER, HENEMERNIEHINATRER
BiFg#,

ERZBRALBASTRENESHEFYRIEN WRER
HEdy, BHRATHREE WHR. SEZEETRIER
I8 BB 7R 4 AT BB 8 B TR LA R MR R BT R . JHBR R
FTRE, BEWSLL A AR 07 R R T HE B o 0 TR AR G
B4, NTEATHEGBRFHRIET . SEEBEERF
REfEE, RREIHXOESANT RBLRARE, L&
FREFMFTRERNBE, Bt 28R IR F i
M—MERTE.

4 it

EXNATETERERBHRAGAARNABRARRMER
GEOABEFRIETE, FAAXEAEREHHHTR
Coq &7 Hh T #H < HE B AL A9 78 X AL 2 s AT 38 3 LA B b 36 g L1
UERA . R 4 A 2 T R e A E R R R A R
HERRABAOFERLR, H7%E Coq PERT MARIE, H
RAZHIEH T ENBERIERME THRERKE, IRELR
KBEFHRIEEE [ RIFHER.

$ETK:

[1] The Coq development team. The Coq Proof Assistant Reference
Manual [EB], Version V8.0, http; //coq. inria. fr/, 2005,

[2] Yves Bertot, Pierre Casteran. Coq’ s Art: The Calculus of Induc-
tive Constructions [M]. Berlin; Springer— Verlag, 2004.

[3] C A R Hoare, An axiomatic basis for computer programming [J].
Communications of the ACM, 1969, 12 (10): 576 - 580.

[4] David Gries. The Science of Programming {M]. Springer, 1981,

[5] Jean J. Labrosse, MicroC/0QS—II The Real— Time Kernel Second
Edition [M]. CMP Books, 2005. 6.

[6] Xinyu Jiang, Yu Guo, Yiyun Chen, The Logical Approach to Low
—level Stack Reasoning [A]. 3th IEEE International Symposium
on Theoretical Aspects of Software Engineering [C]. 2009,

(71 EBE, TEB, TES, £RE —HATHEBERIFMHEH
B [J] ®HEMR, 2009, 15 (1), 1-13.

[8] ®WirH, BRU £FHEBHNBRRIEERTR (1], %%
#, 2009, 20 (8); 2051 - 2060,

RHN i w [J]. Mz ¥R, 2006, 27 (6): 1015
-1017.

(71 &, #H2E, B 8 HERHNBEEEIERILEHEN
B (1] MEshh%m,. 2009, 24 (7), 1650 - 1653.

[8] Rogova G. Combining the results of several neural network classifi-
ers [J]. Neural Networks, Networks, 1994, 7 (5). 777 - 781.

(9% =%, BAH., RXE. SiTLHNEBBHBLFTH SR
SFAEBGATSE [J] A EHMESHEHN, 2010, 18 (3): 527
-529,



T Coatl B RGBT (H 2RRR <

(=" gRERK, =, KW, KL, Zhang Zhongqiu, Dong Yunwei, Zhang Yu, Zhang Fan
5 A . PEAB TR ZE T SELEA e, BRI 1G 2, 710072

& i ST Pyl

BELT 4 Computer Measurement & Control

GEEEJ¢ S 2011, 19(8)

1. Jean J.Labrosse MicroC/0S-11 The Real-Time Kernel Second Edition 2005

2.David Gries The Science of Programming 1981

3.C A R Hoare An axiomatic basis for computer programming 1969 (10)

4.Yves Bertot;Pierre Casteran Coq’ s Art:The Calculus of Inductive Constructions 2004

5. The Coq development team The Coq Proof Assistant Reference Manual.Version V8.0 2005
6. FIL; WYL FE T B AR IR IEROR WS 2009 (08)
7. WRE 2 IR, ERR 05 RO — AR TIREF R PR UE 4R EHZ A 2009 (01)

8. Xinyu Jiang;Yu Guo;Yiyun Chen The Logical Approach to Low-level Stack Reasoning 2009

ACBEEE: http://d. g. wanfangdata. com. cn/Periodical jsjzdclykz201108040. aspx



http://d.g.wanfangdata.com.cn/Periodical_jsjzdclykz201108040.aspx
http://g.wanfangdata.com.cn/
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22%e5%bc%a0%e5%bf%a0%e7%a7%8b%22+DBID%3aWF_QK
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22%e8%91%a3%e4%ba%91%e5%8d%ab%22+DBID%3aWF_QK
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22%e5%bc%a0%e9%9b%a8%22+DBID%3aWF_QK
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22%e5%bc%a0%e5%87%a1%22+DBID%3aWF_QK
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22Zhang+Zhongqiu%22+DBID%3aWF_QK
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22Dong+Yunwei%22+DBID%3aWF_QK
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22Zhang+Yu%22+DBID%3aWF_QK
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22Zhang+Fan%22+DBID%3aWF_QK
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Organization%3a%22%e8%a5%bf%e5%8c%97%e5%b7%a5%e4%b8%9a%e5%a4%a7%e5%ad%a6%e8%ae%a1%e7%ae%97%e6%9c%ba%e5%ad%a6%e9%99%a2%2c%e9%99%95%e8%a5%bf%e8%a5%bf%e5%ae%89%2c710072%22+DBID%3aWF_QK
http://c.g.wanfangdata.com.cn/periodical-jsjzdclykz.aspx
http://c.g.wanfangdata.com.cn/periodical-jsjzdclykz.aspx
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22Jean+J.Labrosse%22+DBID%3aWF_QK
http://d.g.wanfangdata.com.cn/ExternalResource-jsjzdclykz201108040%5e5.aspx
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22David+Gries%22+DBID%3aWF_QK
http://d.g.wanfangdata.com.cn/ExternalResource-jsjzdclykz201108040%5e4.aspx
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22C+A+R+Hoare%22+DBID%3aWF_QK
http://d.g.wanfangdata.com.cn/ExternalResource-jsjzdclykz201108040%5e3.aspx
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22Yves+Bertot%3bPierre+Casteran%22+DBID%3aWF_QK
http://d.g.wanfangdata.com.cn/ExternalResource-jsjzdclykz201108040%5e2.aspx
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22The+Coq+development+team%22+DBID%3aWF_QK
http://eoq.inria.fr/
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22%e9%bb%84%e8%be%be%e6%98%8e%3b%e6%9b%be%e5%ba%86%e5%87%af%22+DBID%3aWF_QK
http://d.g.wanfangdata.com.cn/ExternalResource-jsjzdclykz201108040%5e8.aspx
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22%e9%99%88%e6%84%8f%e4%ba%91%3b%e6%9d%8e%e5%85%86%e9%b9%8f%3b%e7%8e%8b%e5%bf%97%e8%8a%b3%3b%e5%8d%8e%e4%bf%9d%e5%81%a5%22+DBID%3aWF_QK
http://d.g.wanfangdata.com.cn/ExternalResource-jsjzdclykz201108040%5e7.aspx
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22Xinyu+Jiang%3bYu+Guo%3bYiyun+Chen%22+DBID%3aWF_QK
http://d.g.wanfangdata.com.cn/ExternalResource-jsjzdclykz201108040%5e6.aspx
http://d.g.wanfangdata.com.cn/Periodical_jsjzdclykz201108040.aspx

