Problem 1. (10 points) Hash function.

Let H : M — T be a collision resistant hash where M = {0,1}¢ and 7 = {0,1}". For each of the
following, explain why it is collision resistant, or describe an efficient way to find collisions:
Bk H: M — T 2 MhlpsEna, Kb M = {0,1}° H 7 = {0,1}". X TLUFRAMENL, RN
Ha B BAPURERE R, B R — i 2 S R Al 5V
(1) For a fixed 0° # A € M, define H,(m) := H(m) ® H(m & A).

SFFEEN 0° # A e M, & Hy(m) = H(m)® Hma A).
(2) For a fixed 0" # A € T, define Hy(m) := H(m) & A.

XFFREER 0" # A e T, X Hy(m) := H(m) ® A.

Problem 2. (10 points) Euler theorem.

Let p be a prime with p = 2 mod 3. Show an efficient algorithm that takes o € Z; as input and outputs
the cube root of o in Z,,. That is, show how to efficiently solve the equation z* — a = 0 in Z,,.

B p A MNHL p=2mod 3 KIFEL HE M —DRAWEE, ZHIEL o € Z5 NN, Ikttt Z, $
) o BISLITAR. WEUR U, 78 Z, PEBORMEITIE 2° — a = 0.

Hint: Euler theorem shows that 2P~! = 1 mod p.

Brm: BRBEHSER 2P~ = 1 mod p.



Problem 3. (20 points) Chinese remainder theorem.

The number of students in a school is unknown. If we group them into groups of 9, there are 6 students
left. If we group them into groups of 7, there are 2 students left. If we group them into groups of
5, there are 3 students left. What is the minimum number of students in the school? (please provide

detailed calculations)

BRI A A NBOR N, $ BRI NREAT 704, I TR6N. AT, RIT2N. B4, #TF3IAN. HHIZA
FREDH 2R (A BT RR)

Problem 4. (20 points) RSA encryption.

In the RSA encryption scheme, the public key is (N, e). Can e equal 2 in practice? Explain your answer.
TERSAINE 7 9, AR (N, e). ESLFRMHF, e BT ASET 27 T RIR I 2.



Problem 5. (20 points) ElGamal encryption.

Given a public key pk = (G, q, g, h), a ciphertext c4 = (g¥,h? - g*), where y is uniformly chosen from
Z, and a is uniformly chosen from {0, 1}.

EN pk = (G,q,9,h) FIEEL ca = (g4, hY - g%), H y I Z, HII50EEE, a A {0,1} I3 5)ik+E,
(Please note that you only know c4 = (g¥, hY - g*), not y and a)

(R, RS cq = (g¥, hY - g%), TIARKNE y F1 a)

(1) Can you efficiently construct such a cipher text cp(# c4) such that cp is the encryption of g,
where b € {0,1} and a @ b = 07 If yes, please construct it.
PREE AT RAE X IE— DB cp(# ca), 13 cp 2 ¢" WINEEER, Kb be {0,1} Ha®b=0?
WERTTLL, 1645 H G g A,

(2) Can you efficiently construct such a cipher text cp(# c4) such that cp is the encryption of g,
where b € {0,1} and a ® b = 17 If yes, please construct it.
PRBETS A RAGEIXFE— N ep(# ca), M1 cp & ¢° BIINEEER, Hh b e {0,1} Hadb=17
WERWT LA, 1625 H il g A,



Problem 6. (20 points) Signature scheme.

Let (G,S,V) be a secure signature scheme with message space {0,1}*"). Generate two signing /
verification key pairs (pko, sko) <= G(1™) and (pky, ski) <= G(1™). Which of the following are secure

signature schemes? Show an attack or explain why it is secure briefly.
® (G, S, V) B—MHEZENN {0,110 FJe282 7% MM L JRIE % (pko, sko) + G(17)
N (pky, ski) < G(1™). LU RS2 TT RR B 2T 18 B R — FhBGE BUE ZRRE 9 il 2 2 42 1)

(1) Accept one valid: This scheme accepts a signature if at least one of the two signatures is valid.

G RAEMAN R L2/ DE — MR 2% 4.
S1((sko, sk1),m) := (S(sko,m), S(sk1,m)) = (09, 071)
Vi((pko, pk1),m, (00,01)) = 1 & [V(pko,m,00) = 1 or V(pky,m,01) = 1]

(2) Sign halves: This scheme signs the left and right halves of the message separately with the respective

private keys and verifies each signature.

%7 AT PR AN 44 AT B A 230 40 AAS 21300 o3 b AT 28 40, HEIRIE RN 2544,
SQ((SkO, Skl), (mL, mR)) = S(Sko, mL), S(Skl, mR) = (O'o, O'1>

Vz((Pko,pkl)a (vamR)v (00701)) =l< V(pk07mL700) = V(PklamR,m) =1

(3) Sign with randomness: In this scheme, the message m is XORed with a random value r. Verification

checks the validity of the signatures with the modified message m & r and the random value 7.

EZTTRET, HE m 5E—AMHUE r #1778 FFAMESUEHEE m e r FEENUE r 25254,
S3(skg,m) :=[r & {0, l}é("), output (r, S(sko,m & r), S(sko,r))]

Vz’)(pkmma (T, 00701)) =1l& V(pk07m ¥ r, UO) = V(pkoﬂ", Ul) =1



