Solutions to Crypto Midterm
1.

(a)

Pr{C = 0|M = 0] = Prlk € {0,26}] = %

1
PriC = 0[M = 16] = Prlk = 10] = o,

Pr(C = 0|M = 0] # Pr[C = 0|M = 16].
(b) We select the keys {0, 1, 2, 3, 4, 26, 27, 28,29, 30} with probability % and other keys with probability 2—16, then the shift
cipher is still perfectly secure.
Actually, you just need to guarantee that Pr(k € {0,26}|=Pr[k € {1,27}|=.. .=Pr[k € {4,30}]=Pr[k = 5]=Pr[k = 6]=
...=Pr[k = 25] holds.

2.
(@) No. Whenn > 2, y/logn < logn, fi(n) =2 Vien > 2-len 9-lgn — p=1 £ O(n=2) is non-negligible. Therefore,
f1(n) is non-negligible.

c+1
(b) Yes. For all constants ¢, we have 0 < n¢~legloglogn =1 for all n satisfies logloglogn > ¢ + 1 (alln > 22 ). By
Squeeze Lemma:

Cc
imn'=0= lim — =0

n—00 n—00 nlogloglogn
(c) Yes. With Stirling's approximation, we know

n! ~ 27rn(£)"
e

Therefore,

e
For all constants ¢, we have
V2mne 2

lim n°- f3(n) ~ lim AL

n—00 n—00 en
(d) No. Suppose that g(n) = %5, which satisfies the requirements that 0 < g(n) < 1foralln > 1, f4(n) is non-negligible,
because

. T n__ 1 n n__
Jim fa(n) = lim (g(n))" = lim (—)" =1

(e) No. Because h(n) is negligible, when n — 0o, h(n) — 0,but when n — 0, the negligible function may not be negligible.
For example, when g(n) = e ™", for any h(n)

2, folm) = i, Gy

3.

G’ is a PRG.

Firstly, we define H(y) = yjo.n)||G(Yn,2n)). where y is a random 2n-bit string. Since G is a PRG, For any PPT Algorithm D,
there is a negligible function negly such that

|Pr[D(H(y)) = 1] = Pr[D(G'(z)) = 1]| < negli(n).
Otherwise, we can construct a distinguisher D' based on a D: D'(s) = D(sg)||G(8[n,2n))) such that

|Pr(D'(r) = 1] — Pr[D'(G(z)) = 1]]
=|Pr[D(H(r)) = 1] - Pr[D(G'(z)) = 1]]

is non-negligible, which contradicts that G is a PRG.

Similarly, we can prove that for ant PPT Algorithm D, there is a negligible function negls such that
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|Pr[D(H(y)) = 1] — Pr[D(r) = 1]| < negly(n),
where 7 is a random 3n-bit string.

In conclusion, for ant PPT Algorithm D, there are negligible functions negl; and negls such that

|Pr[D(G'(z)) = 1] — Pr[D(r) = 1]]
=|(Pr[D(G'(z)) = 1] — Pr[D(H(y)) = 1]) + (Pr[D(
<|Pr[D(H(y)) = 1] — Pr[D(r) = 1]| + |Pr[D(H(y)) =
<negly(n) + negla(n)

is negligible, which means that G’ is also a PRG.

4.

II' is CPA secure.

Suppose that IT' is not CPA secure and there is an adversary A’ that can win the CPA-game of IT’ with non-negligible
probability. We construct an adversary A to break IT based on A’:

1. A run A’ for the first time and receive mg, mz;

2. A send mg, m; to C;

3. C uniformly choose a bit b i {0,1} and send ¢ = Encry)(mp) to A;

4. A choose a random bit & {0,1} and send ¢||rj to A’;

5. A" send a guess b’ to A;

6. Arun A’ for the second time and receive m{, mj;

7. A query C's oracle for message my, and get the ciphertext ¢’ = Encry) (myg);
8. Asendsc||ry to A';

9. A’ sends a guess b to A.

10. If " = 0 then A outputs b', otherwise it outputs b'.

C A A’

mO' ml
B my, my
$
b « {0'1} Cc = Enck(mb)
e <% {0,13
cllrg .
bl
mO,J m1,
query my’
¢' = Enci(my") .
c'lIme R
bII

bll @ bl

We denote Pr[A’ wins|ry = LSB(k)] = 3 + €1(n) and Pr[A’ wins|ry # LSB(k)] = 3 + €2(n).

In this way,
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Pr[A wins|
=Pr[A wins|r, = LSB(k)] x Pr[r, = LSB(k)] + Pr[A wins|r; # LSB(k)] x Pr[ry # LSB(k)]

:lPr[A wins|r, = LSB(k)| + lP?“[.A wins|ry # LSB(k)]

2
%(Pr[b — blr = LSB(k)] x Prlb" = Olry = LSB(k)] + Pr[p! = blry = LSB(k)] x Pr[b" = 1|ry = LSB(K)])
+ = (PT[ = blry # LSB(k)] x Pr[b" = O|ry # LSB(k)] + Pr[b’ = blry # LSB(k)] x Pr[b" = 1|r, # LSB(k)])
%(P’I"[.A wins|ry, = LSB(k)] x Pr[A" wins|ry, = LSB(k)] + Pr[A' loses|r;, = LSB(k)] x Pr[A’ loses|r, = LSB(k)])
+ %(PT‘[.AI wins|ry, # LSB(k)] x Pr[A" wins|ry # LSB(k)] + Pr[A' loses|r; # LSB(k)] x Pr|A’ loses|ry # LSB(k)])
1,1 1 9, 1,1 2 (1 2
(3 )+ (5 — am) + 2l + ) + (5 - ()
=2 (5 +2x ) + —<§ +2x ()
L
25 + €1(n)

where €1(n) is non-negligible, which contradicts IT is CPA secure.

5.

(a) We can simply query a message z of one block to the oracle O. The oracle returns the valuey = = @ Ex(IV).
Hence, E(IV) is found by computing z & y.

(b) Set m = z;||z2 and z; = E(IV) & IV. Wethen have y; = IV and y; = h @ IV. Thus,

Ty = Ei(y1) ®y2 = EL(IV) © IV @ h.
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